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NOTICE  
CONCERNING CONFIDENTIALITY OF THE REQUESTED RACKSPACE 

AUDIT OR SECURITY REPORT 

Rackspace US, Inc. 

You have requested to receive a copy of an audit or security report covering Rackspace’s 
operations. 

Audit and security reports are Rackspace’s confidential information. Rackspace is willing to 

provide a copy to you subject to your agreement to the terms and conditions of the non-

disclosure agreement set forth below. Please read them carefully. 

By clicking on the “I ACCEPT” button below, you signify that you agree to be bound by these 

terms and conditions. Such acceptance and agreement shall be as effective as your written 

signature. 

Non-Disclosure Agreement 
(SOC, ISO and Other Audit Reports to Non- Customers) 

The person (“Recipient”) receiving Confidential Information of Rackspace US, 
Inc. d/b/a Rackspace Hosting (“Rackspace”) agrees as follows: 
1. Confidential Information. The term “Confidential Information” shall mean all audit or
security reports covering Rackspace’s operations. It includes any report prepared by an 
independent auditor of its examination of Rackspace in accordance with the American Institute 
of Certified Public Accountants’  

(“AICPA”), the International Auditing and Assurance Standards Board (“IAASB”), and the 

International Organization for Standardization (“ISO”). Examples of reports which are 

Confidential Information of Rackspace are the Service Organization Control (“SOC”) and ISO/IEC 

27001:2005 Information Security Management System (“ISO 27001”).  

2. SOC and ISO 27001Report Acknowledgment. This section applies only to a Recipient

receiving a SOC or ISO Report who is not at this time a ‘user organization’. The term ‘user 

organization’ means a Rackspace customer or its auditor or a customer of a Rackspace 

customer and its auditor.  

a) Recipient understands that an independent auditor (“Auditor”) was engaged by
Rackspace to perform a SOC or ISO service auditor’s examination for Rackspace (the

“Services”). Recipient has requested that Rackspace deliver to it a copy of the Auditor’s
report (including any portion, abstract and/or summary thereof, (the “Report”)

prepared by Auditor in connection with the Services.

b) Recipient understands that the Services were undertaken, and the Report was prepared

solely for the information and use of Rackspace, its user organizations (and their
auditors) and was not intended for use by its prospective user organizations. Auditor has
made no representation or warranty to Recipient as to the sufficiency of the Services, or
otherwise with respect to the Report. Had Auditor been engaged to perform additional
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services or procedures, other matters might have come to Auditor’s attention that 
would have been addressed in the Report.  

 
c) The Services did not constitute an audit review or examination of financial statements in 

accordance with generally accepted auditing standards of the American Institute of 
Certified Public Accountants or the standards of the Public Company Accounting 
Oversight Board or an examination of prospective financial statements in accordance 
with applicable professional standards, or a review to detect fraud or illegal acts. The 
Services did not include any procedures to test compliance with the laws or regulations 
or any jurisdiction.  

 
d) Recipient further acknowledges and agrees that Recipient does not acquire any rights 

against Auditor, any other member firm of Auditor’s global network, or any of its 
respective affiliates, partners, agents, representatives or employees (collectively, the 
“Auditor Parties”), and Auditor assumes no duty or liability to Recipient in connection 
with the Services or the Report. Recipient hereby releases each of the Auditor Parties 
from any and all claims or causes of action that Recipient has, or hereafter may or shall 
have, against Auditor in connection with the Report or Auditor’s performance of the 
Services. Recipient may not rely on the Report, and will not contend that any provisions 
of United States or state securities laws could invalidate or avoid any provision of this 
non-disclosure agreement.  

 
e) In addition, except where compelled by legal process (of which Recipient shall promptly 

inform Auditor and tender to Auditor, if Auditor so elects, the defense thereof), 

Recipient agrees that it will not disclose, orally or in writing, any Report, or make any 

reference to Auditor in connection therewith, in any public document or to any third 

party.  
 

f) It is agreed and understood that Auditor shall be a third party beneficiary to this non-

disclosure agreement. 

 

3. Use. Recipient may use the Confidential Information for a period of one (1) year from 

disclosure, and only for the purpose of evaluating Rackspace’s operations for compliance with 

Recipient’s security, regulatory and other business policies. This non-disclosure agreement does 

not create or imply an agreement to complete any transaction or an assignment by Rackspace of 

any rights in its intellectual property.  

4. Disclosure.  
a) Except as provided below, Recipient shall not disclose the Confidential Information to 

any third party other than Recipient’s employees, agents and representatives, who need 

to know the information to evaluate operations for compliance with Recipient’s 

security, regulatory and other business policies, and provided such third parties are 

bound by confidentiality restrictions at least as stringent as those stated in this non-

disclosure agreement. Recipient’s obligations of confidentiality and non-disclosure shall 

survive the expiration of termination of this non-disclosure agreement.  

b) Recipient may disclose the Confidential Information as required by law in the reasonable 

opinion of Recipient’s counsel, including in response to legal process compelling such 
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disclosure, provided that Recipient shall provide advance written notice of disclosure of 

at least fifteen (15) days unless: (i)  

Recipient is legally compelled to make such disclosure on fewer than twenty (20) days 
from its receipt of the request, in which case Recipient shall give Rackspace as much 
notice as is reasonably practicable under the circumstances, or (ii) notice is prohibited 
by law. Recipient shall limit disclosure under this paragraph to that Confidential 
Information which is legally required to be provided in the reasonable opinion of 
Recipient’s counsel. At Rackspace’s request and expense, Recipient shall cooperate with 
Rackspace’s reasonable efforts to avoid or limit disclosure.  

5. Return. Subject to state and federal document retention regulations governing
Recipient, Recipient agrees to return or destroy the Confidential  
Information on demand, and to certify in writing, if requested, that the Confidential Information 

has been fully returned or destroyed.  

6. Governing Law/Disputes. This non-disclosure agreement shall be governed by the laws

of the state of Texas. Recipient acknowledges that injunctive relief prohibiting disclosure is an 

appropriate remedy under this non-disclosure agreement.  Notwithstanding anything herein to 

the contrary, and except in the cases of fraud or willful misconduct, neither party shall be liable 

for any consequential, punitive, incidental, indirect, exemplary, or special damages arising out of 

activities related to this agreement. 

7. Inadvertent Disclosure. Recipient agrees to promptly notify Rackspace in the event

there is a disclosure of the Confidential Information other than as authorized by this non-

disclosure agreement, either intentionally or inadvertently, and to assist Rackspace in 

recovering any such Confidential Information and/or mitigating harm to Rackspace resulting 

from such unauthorized disclosure.  
8. Notices. Notices to Rackspace shall be given in writing by electronic mail, return receipt
requested, confirmed by facsimile or first class United States mail, to the address below. Notice 
shall be deemed given, received and effective at the time sent, provided that if such time is not 
on a weekday between the hours of 8:00 am and 5:00 pm Central Time, notice shall be deemed 
given, received and effective as of the time that the foregoing business hours next begin.  
9. Final Agreement. This non-disclosure agreement is the final and complete agreement

regarding its subject matter and supersedes and replaces any prior or contemporaneous 

communication, understanding or agreement, whether written or verbal.  

Notices for Rackspace: 
Rackspace US, Inc. 
5000 Walzem 
San Antonio, Texas 78218 
Attention: General Counsel 
Phone (210) 312-4000 
Fax: (210) 312-4848 
Email:  legalnotice@rackspace.com 

mailto:legalnotice@rackspace.com


Select "Yes" in the pop-up to accept the NDA 

Select "No"  in the pop-up to exit
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Purpose: 
 


This document is for Rackspace’s direct customers and prospects and is only released under agreed 
terms of confidentiality. 


 
This document contains in-depth security information pertaining to the internal controls at Rackspace 
and the services that we provide to our customers. Please use the information contained in this 
document in conjunction with the SSAE18 SOC1 and SOC2 reports to answer basic security questions 
your customers may have. The information in this document is considered CONFIDENTIAL and must not 
be transmitted or disclosed to any third party without proper permission of Rackspace Global Enterprise 
Security. 


 
Information Obsolescence: 


 
The information contained in this document is current as of October 7, 2019 and Rackspace believes it 
to be correct on such date. The information provided herein is of a general nature and may not apply to 
all Services or Solutions, and is subject to change at any time and without notice.  Please contact your 
Rackspace account manager or sales associate for any additional detail regarding the information 
contained herein. This document provides general context and describes Rackspace’s approach and role 
in many scenarios including regulatory compliance. Certain Rackspace Services are designed to help you 
comply with various regulatory requirements that may be applicable to you; however you are 
responsible for understanding the regulatory requirements applicable to your business and for selecting 
and using those Services in a manner that complies with the applicable requirements.  Nothing in this 
document should be considered to constitute legal advice and you should not rely on this document to 
meet your regulatory requirements. 


  







3 
 


Contents 
1. Rackspace standards and compliance ............................................................................... 10 


SOX ............................................................................................................................................ 10 


Can SOX compliant organizations outsource to Rackspace while maintaining their 
compliance?  ........................................................................................................................  10 


PCI-DSS ...................................................................................................................................... 10 


PCI-DSS compliant ................................................................................................................. 10 


The scope of the PCI-DSS Assessment ................................................................................... 10 


If Rackspace Dedicated Managed Servers are PCI-DSS compliant, does that mean that my 
(the customer's) solution will be compliant as well?  ..........................................................  10 


Can Rackspace help my solution become PCI-DSS compliant? ............................................. 11 


Can Rackspace provide proof of its PCI-DSS compliance? ..................................................... 11 


SSAE18 / ISAE 3402 ................................................................................................................... 11 


Is Rackspace SSAE18 / ISAE3402 certified? ........................................................................... 11 


How do I request a copy of a Rackspace SSAE16 / ISAE3402 compliance report? ................ 11 


What periods do the SSAE16 / ISAE3402 compliance reports cover? ................................... 12 


Is Rackspace HITRUST Compliant? ........................................................................................ 12 


Data Protection ......................................................................................................................... 12 


What is Rackspace’s approach to data protection? .............................................................. 12 


Are Rackspace customers subject to appropriate data controls when accessing data in 
other countries?  ..................................................................................................................  12 


How does Rackspace address data protection issues? ......................................................... 13 


What is the Privacy Shield Program?.....................................................................................13 


Where can I find General Data Protection Regulation (GDPR) FAQs?...................................13 


What procedures are in place to ensure the reliability of Rackspace staff?..........................13 


2. Information Security Management System (ISO27001 Req.4) .................................................. 14 


Risk Assessment ........................................................................................................................ 14 


How does Rackspace conduct risk assessments with regards to confidentiality, integrity, 
and availability?  ...................................................................................................................  14 


ISMS Implementation & Monitoring ......................................................................................... 14 


Is Rackspace ISO/IEC 27001 Certified? .................................................................................. 14 


How is the certification renewed? ........................................................................................ 14 


What is the scope of the ISO 27001 certification? ................................................................ 14 







4 
 


Who is the ISO 27001 Certifying Body? ................................................................................. 15 


3. Security Policy (ISO27001 Req.5) .............................................................................................. 15 


Rackspace Information Security Policy ..................................................................................... 15 


Does Rackspace have a documented security policy? .......................................................... 15 


Can customers review evidence of the Rackspace security policies? ................................... 15 


Can the customer gain access to the ISO 27001 Statement of Applicability or Policy? ........ 15 


Is the Information Security Policy at Rackspace reviewed? .................................................. 15 


From a security perspective, what elements of the hosted solution are customers 
responsible for?  ...................................................................................................................  15 


What is Rackspace’s responsibility for customer data? ........................................................ 16 


4. Internal Organization (ISO27001 Req.6) ................................................................................... 16 


Internal Organization ................................................................................................................ 16 


How is Information Security managed at Rackspace? .......................................................... 16 


Is there an independent review of Information Security? .................................................... 17 


Does Rackspace perform regular internal audits? ................................................................ 17 


Does Rackspace maintain contact with appropriate authorities and special interest groups? 
............................................................................................................................................... 17 


Are any third party organizations involved in the delivery or management of security at 
Rackspace?  ..........................................................................................................................  17 


Does Rackspace have a defined process for the authorization of new information 
processing facilities (IPF) within the data center?  ...............................................................  18 


Does Rackspace have a policy for maintaining contact with relevant authorities and special 
interest groups?  ..................................................................................................................  18 


External Parties ......................................................................................................................... 18 


Does Rackspace perform risk assessments on its suppliers and third parties? ..................... 18 


How do you ensure that security responsibilities are addressed by third party  contractors? 
............................................................................................................................................... 18 


5. Asset Management (ISO27001 Req.7) ...................................................................................... 18 


Responsibility for Assets ........................................................................................................... 18 


Is an inventory maintained for hardware, software, physical assets, and all other forms of 
media used in data centers?  ................................................................................................ 18 


Information Classification ......................................................................................................... 19 


What is your policy on the classification and safe handling of data? .................................... 19 







5 
 


6. Human Resources (ISO27001 Req.8) ........................................................................................ 19 


Prior to Employment ................................................................................................................. 19 


What background checks do you perform for new hires? .................................................... 19 


Are new-hire security activities controlled by a formal process? ......................................... 20 


During Employment .................................................................................................................. 20 


How do you communicate security responsibilities to Rackspace employees? .................... 20 


How does Rackspace ensure their staff have appropriate skills and training to support 
customers?  ..........................................................................................................................  20 


Termination or Change of Employment ................................................................................... 21 


Are termination activities controlled by a formal process? .................................................. 21 


Are processes in place to ensure access rights are revoked or altered in a timely fashion 
when an employee terminates or changes role?  ................................................................  21 


Is a process in place to immediately terminate access rights of disgruntled or ‘at risk’ 
employees?  .........................................................................................................................  21 


Are security violations considered to be subject to formal disciplinary actions? ................. 21 


7. Physical & Environmental Security (ISO27001 Req.9) .............................................................. 21 


Secure Areas ............................................................................................................................. 21 


What physical security measures are in place at the Rackspace data centers and office 
locations?  ............................................................................................................................  21 


Are surveillance cameras deployed throughout all facilities? ............................................... 23 


What data center visitor controls are in place? .................................................................... 23 


How is employee access to the data centers controlled? ..................................................... 23 


Is there a guard force present? If so, who performs this function? ...................................... 23 


Are visitors, contractors and employees required to visibly display Rackspace badges whilst 
on site?  ................................................................................................................................  23 


Who has physical access to customer servers? ..................................................................... 24 


Data Centers - Equipment Security ........................................................................................... 24 


What environmental controls are in place to protect Rackspace data center facilities? ...... 24 


Data Center Specifications………………………………………………………………………………………………..25 


Are server racks protected from accidental damage due to water/liquids? ......................... 28 


How do you ensure environmental controls remain effective and operational? ................. 28 


8. Communications and Operations Management (ISO27001 Req.10) .................................. 29 


Operational Procedures and Responsibilities ........................................................................... 29 







6 
 


How do you manage changes to customer hosted environments? ...................................... 29 


How does Rackspace control changes to the shared Infrastructure? ................................... 29 


Third Party Service Delivery Management ............................................................................... 29 


How does Rackspace address third party service delivery management? ............................ 29 


System Planning and Acceptance ............................................................................................. 30 


What capacity management controls are in place at Rackspace? ........................................ 30 


Software Development Lifecycle…………………………………………………………………………………………..30 


What does Rackspace do to ensure secure code development………………………………………….30 


Protection against Malicious and Mobile Code ........................................................................ 30 


How are customer servers protected against viruses and malicious code? ......................... 30 


Do Rackspace corporate computers have anti-virus installed and properly configured? ..... 31 


Network Security Management ................................................................................................ 31 


How is Rackspace access to network devices controlled? .................................................... 31 


How do you provide time synchronization? ......................................................................... 31 


Is Wireless Technology used in Rackspace? If so how is it secured? ..................................... 31 


Have intrusion detection systems (IDS) / Intrusion Prevention Systems (IPS) been 
implemented where Internet services are provided?  .........................................................  32 


Are firewalls ICSA and Common Criteria evaluated? ............................................................ 32 


Why does Rackspace need administrative access into my environment?............................32 


How are customer solutions segregated from one another? ............................................... 32 


How can Rackspace protect customer solutions against DoS and DDoS attacks? ................ 33 


Media Handling ......................................................................................................................... 33 


Please describe your processes for purging customer data from your systems. How do you 
dispose of or destroy confidential information and media that has contained confidential 
information?  ........................................................................................................................  33 


Will Rackspace provide me with a certificate of data destruction? ...................................... 34 


What is your policy on the classification and safe handling of data? .................................... 34 


Will Rackspace transfer my hosted data to portable storage media? .................................. 34 


Exchange of Information .......................................................................................................... 35 


Who is responsible for the security of customer data? ........................................................ 35 


Monitoring ................................................................................................................................ 35 


Are alerting, monitoring and support in place 24x7 for dedicated customer solutions?      35 







7 
 


What network monitoring technologies are used? Is the monitoring of systems, alerts and 
vulnerabilities used to detect information security incidents?  ...........................................  35 


Where do logging and monitoring responsibilities regarding the customer solution lie? ... 35 


9. Access Control (ISO27001 Req.11)  ..........................................................................................  35 


Business Requirement for Access Control ................................................................................ 35 


Does Rackspace maintain an access control policy? ............................................................. 35 


User Access Management ........................................................................................................ 36 


How is Rackspace user access and authentication managed? .............................................. 36 


Does Rackspace maintain a formal password policy? ........................................................... 36 


How does Rackspace store/transmit/destroy passwords when creating the customer  
accounts?...............................................................................................................................36 


Are user access paths set up on a predefined role-based need-to-know basis (e.g. only the 
operators working on the customer project have access to the information and    systems)? 
............................................................................................................................................... 37 


Do you allow remote access to your internal network? If so, do you require two-factor 
authentication?  ...................................................................................................................  37 


Are Rackspace access control policies based on the principles of ‘least privilege’ and 
‘segregation of duties?’  .......................................................................................................  37 


Are processes in place to control the creation of new accounts and allocation of privileges? 
............................................................................................................................................... 37 


Where does the responsibility for logical access control to customer solutions lie? ............ 37 


Which Rackspace employees are provided access to customer solutions? .......................... 37 


User Responsibilities ................................................................................................................. 38 


How are information security roles and responsibilities allocated within Rackspace? ......... 38 


Network Access Control ............................................................................................................ 38 


How is Rackspace access to network devices controlled? .................................................... 38 


Application and Information Access Control ............................................................................ 38 


Who is responsible for managing access to application level assets, databases  and 
customer hosted information?  ............................................................................................  38 


What is Rackspace’s responsibility for customer data? ........................................................ 38 


Mobile Computing and Tele-working ....................................................................................... 39 


Does Rackspace permit mobile computing and teleworking? .............................................. 39 


10. Systems Acquisition, Development and Maintenance (ISO27001 Req.12) ..................... 39 







8 
 


Security Requirements of Information Systems ....................................................................... 39 


Do you harden customer server operating systems? ............................................................ 39 


Cryptographic Controls ............................................................................................................. 40 


Who is responsible for encryption, key management, etc. on customer solutions? ............ 40 


Technical Vulnerability Management ....................................................................................... 40 


When does Rackspace release patches and updates? .......................................................... 40 


How does Rackspace choose the updates to release? .......................................................... 40 


How does Rackspace test the updates that it releases? ....................................................... 41 


How does Rackspace manage technical vulnerabilities on its corporate network? .............. 41 


Does Rackspace perform or permit vulnerability assessments or penetration tests on 
customer solutions?  ............................................................................................................  41 


11. Incident Management (ISO27001 Req.13) ............................................................................. 41 


Reporting Information Security Events and Weaknesses ......................................................... 41 


Is alerting and monitoring in place 24x7? ............................................................................. 41 


Does Rackspace have an internal incident reporting process, and are users educated on 
this?  .....................................................................................................................................  42 


Will Rackspace alert me of security incidents affecting my solution? .................................. 42 


Can Rackspace tell me about the history of incidents across the company/the last incident? 
............................................................................................................................................... 42 


Management of Information Security Incidents and Improvements ........................................ 42 


Does Rackspace maintain internal incident response processes? ......................................... 42 


Is there a documented customer specific incident response process? ................................. 42 


What is the communication escalation path? ....................................................................... 42 


12. Business Continuity & Disaster Recovery (ISO27001 Req.14) ................................................. 42 


Information Security Aspects of Business Continuity Management ......................................... 42 


What is your business continuity management process for recovery in case of disasters, 
incidents, or system failures? ................................................................................................ 42 


According to your DR/BC plan, what is the target recovery time in the event of a service 
interruption? ........................................................................................................................... 43 


What business continuity measures have been taken regarding Rackspace’s 
telecommunication network?...............................................................................................43 


How is the Rackspace BC/DR plan tested? ............................................................................ 44 


13. Compliance (ISO27001 Req.15) .............................................................................................. 44 







9 
 


Compliance with security policies and standards, and technical compliance ........................... 44 


How does Rackspace ensure compliance with security policies and standards? .................. 44 


How Does Rackspace ensure technical compliance? ............................................................ 44 


  







10 
 


 
1. Rackspace standards and compliance 


 
SOX 


 
Can    SOX    compliant organizations outsource    to    Rackspace    while    maintaining their 
compliance? 


The Sarbanes-Oxley act passed in July 2002 requires, amongst other controls, that all publicly registered 
companies under the Security Exchange Commission (SEC) assert that internal controls over financial 
reporting are effective. This includes the controls of service providers that can affect the organization’s 
significant services. (SOX - Section 404). 


Service providers evaluated by SOC1 (SSAE 18 or ISAE 3402) Type II audits, may present the resulting 
report, containing the auditor’s opinion of control design and effectiveness, to their client. Rackspace’s 
customers, prospects and third parties may reference the report in support of their own SOX 404 
responsibilities as they find appropriate. 


 


PCI-DSS 
 


PCI-DSS compliant 
Rackspace is a certified Level 1 Payment Card Industry (PCI) Service Provider.  We receive our Attestation 
of Compliance (AOC) for Rackspace Dedicated Solution and Managed Public Cloud in August every year.  
Our AOC is available to Rackspace customers upon request but we do not release our Report on 
Compliance (ROC) to customers as it contains proprietary and commercially sensitive details of 
Rackspace security processes.  


 
The scope of the PCI-DSS Assessment 


The Rackspace Service Provider assessment scope is detailed in the Executive Summary document 
provided to all customers. At a high level, the Rackspace assessment includes the underlying shared 
network infrastructure up to the customer firewall (or purchased edge device) provided in our dedicated 
managed hosting and our Managed Public Cloud offerings. Rackspace has additional services that are 
assessed as part of our Service Provider assessment. They include but are not limited to, Active Directory, 
Anti-Virus, Patching, and Monitoring services. 


 
If Rackspace Dedicated Managed Servers are PCI-DSS compliant, does that mean that my  (the 
customer's) solution will be compliant as well? 


Hosting a solution with Rackspace does not inherently make a customer PCI-DSS compliant. Rackspace 
solution engineers and account managers are happy to assist customers in navigating our product 
portfolio to identify solutions which meet their regulatory needs. Rackspace’s PCI-DSS Service Provider 
Level 1 accreditation includes specifically listed in-scope dedicated hosting products and services. As such, 
customer solutions storing, processing or transmitting Card Holder Data using Public Cloud or other non-
accredited services will not be within the scope of Rackspace’s PCI-DSS Service Provider accreditation and 
will not be certifiable under a customer’s PCI-DSS Merchant accreditation. Rackspace’s scope of attested 
services changes annually, so please refer to the latest AOC for a full listing.   If customers need assistance 
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becoming PCI compliant,  account and sales reps can assist with explaining our Compliance Assistance 
offering from Rackspace Managed Security (RMS). 


Can Rackspace help my solution become PCI-DSS compliant? 


Although, Rackspace is not a Qualified Security Assessor (QSA) and cannot give a qualified opinion on the 
PCI-DSS compliance status of a customer’s solution, Rackspace Managed Security can help customers 
satisfy many PCI requirements through their Compliance Assistance Offering.  Due to variations in our 
service delivery configurations we cannot offer PCI-DSS compliant solutions ‘out of the box’ but, 
Rackspace can provide services, products and an extensive partner network that will satisfy many of the 
necessary PCI-DSS requirements. For a detailed list of controls and how Rackspace can assist, please 
request the PCI Responsibility Matrix or contact your account/sales representative. 


 
Can Rackspace provide proof of its PCI-DSS compliance? 


Rackspace can provide the following: 
 


• PCI Responsibility Matrix 
• The Rackspace Attestation of Compliance (AOC) 


 
Rackspace cannot release the full PCI-DSS Report on Compliance as it contains proprietary and 
commercially sensitive details of Rackspace security processes. 


 


SSAE18 / ISAE 3402 
 


Is Rackspace SSAE18 / ISAE3402 certified? 


While the SSAE18 / ISAE3402 is not a certification, it is an extremely important document that can be 
used by customers and auditors for financial reports/audits. The report lists basic controls found 
throughout Rackspace and can be used to answer commonly asked questions regarding Rackspace 
security processes and internal infrastructure. Since the SSAE18 / ISAE 3402 SOC1 report is not audited 
against a standard, Rackspace also issues SOC2 and SOC3 reports that are audited against the AICPA 
standard with a focus on the Security and Availability trust principles. All three documents can be 
requested through the customer portal or account team. The SOC1 report is available directly for the 
purposes of a customer’s financial audit.  All three reports are audited by an external auditor and 
contain the auditor’s opinion, a description of controls in place, and a detailed description of the 
effectiveness test of each control.  


 


How do I request a copy of a Rackspace SSAE18 / ISAE3402 compliance report? 
Rackspace customers can request the SSAE18 compliance (SOC) reports from the customer portal or 
account teams directly. Please note that audit reports generally require an NDA or other appropriate 
confidentiality terms to view.  While Rackspace customers are already bound by confidentiality 
obligations, third-parties who wish to view the report will need to agree to a Rackspace NDA before 
distribution is allowed (this includes non-customers and customer’s end-users). Please contact your 
Rackspace sales associate or account manager for a readily available report including an appropriate 
NDA. 
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What periods do the SSAE18 / ISAE3402 compliance reports cover? 


Generally, Rackspace SOC compliance reports cover a 12-month period and are available in late Q4 or 
early Q1 to assist customers with financial audits.  SOC reports are rear-facing which means that the 
most current report will list the previous year’s dates for its range of coverage.  To assist with the time 
that has elapsed since the completion of the audit, Rackspace releases monthly Bridge Letters signed by 
the CSO, attesting to any material changes, if any, that have occurred since the completion of the SOC 
report to the present date.   


 
Is Rackspace HITRUST Compliant? 


In 2016 Rackspace received the HITRUST certification.  The Health Information Trust Alliance established 
a Common Security Framework (CSF) specifically designed to securely manage protected health 
information (PHI).  The HITRUST framework consists of hundreds of controls taken from best-practice 
security and risk standards such as the International Organization for Standardization (ISO), the National 
Institute of Standards and Technology (NIST), PCI, COBIT and HIPAA. The certification is reviewed 
annually and re-certified every two years by an external auditor to ensure appropriate policies, 
processes and procedures are in place.  Please contact your Rackspace sales associate or account 
manager for a readily available certification letter and information. 


Data Protection 
 


What is Rackspace’s approach to data protection? 


Rackspace complies with the data protection laws of the countries in which it operates. 


Rackspace may give its affiliates access to your hosted system for the purposes of providing hosting 
services to you. These affiliates may be located outside of the country in which your data is hosted. 
Rackspace maintains ISO 27001, Privacy Shield, and GDPR controls regarding data processing and 
data protection activities between its corporate entities. 


 


Rackspace does not determine the types of data that you store on Rackspace’s servers and/or how that 
data is classified, accessed, exchanged or otherwise processed. You remain in control of the data that 
you host with Rackspace and remain responsible for compliance with applicable data protection rules 
based on your use of the services. 
 
Rackspace cares about its customers and the data they maintain.  To learn more about how Rackspace 
processes Customer and third-party data, please visit the Rackspace Privacy Center.  If you have specific 
questions about your data, you may email privacy@rackspace.com 


 


Are Rackspace customers subject to appropriate data controls when accessing data in  other 
countries? 


Many data types are subject to legislation or regulation in accordance with local laws or governing 
bodies of said country/state/territory. Customers may need to conduct their own due-diligence or seek 
advice from their own legal representative. 
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How does Rackspace address data protection issues? 


There are numerous policies and procedures within the organization that enforce a duty and 
responsibility for protection of personal information on employees, temporary employees, contractors, 
and interns. The duty to observe all policies and procedures is described in the employment offer letter, 
and is a condition of employment. This obligation is also incorporated into the Employee Handbook. 
Personal information is treated as confidential and confidentiality obligations are explicitly set out in the 
offer letter and are a condition of employment.  As with all Rackspace policies, breach of data protection 
is a disciplinary offense that can lead to terminations. Rackspace employees are trained annually on the 
Code of Conduct and Ethics program, and employees are kept up to date on security issues inside the 
industry as well as specific threats to the company. 


 
What is the Privacy Shield Program? 


The EU-U.S. Privacy Shield is a new framework for the transfer of personal information from the 
European. Union to the US. The EU-U.S. Privacy Shield Framework was designed by the U.S. Department 
of Commerce and European Commission to provide companies in the European Union and the US with a 
mechanism to comply with EU data protection requirements when transferring personal information from 
the European Union to the United States.  This new framework replaced the U.S.-EU Safe Harbor 
Framework that was invalidated in October 2015.  Privacy Shield FAQs can be found HERE. 


Where can I find General Data Protection Regulation (GDPR) FAQs? 
This refers to the General Data Protection Regulation (GDPR), a new European data protection 
regulation that has been adopted by the EU Commission and becomes effective from the 25th May 
2018. GDPR seeks to regulate personal data in the broadest sense.  FAQs for GDPR can be found here.   


 
What procedures are in place to ensure the reliability of Rackspace staff ? 


The caliber of Rackers’ expertise is a key element of the Fanatical experience. Rackspace is committed to 
the training and development of its employees. This commitment is expressed in the Company’s 
personnel policies, Racker development programs, and related human resource programs. Specific 
indicators of the commitment to employee development include recruiting and hiring policies, 
investment in training and development programs, and performance monitoring and review. 


Rackspace’s commitment to competence begins with recruiting, which is the joint responsibility of the 
Human Resources (Employee Services) Department and the business unit or department managers. 
Hiring decisions are based on various factors, including educational background, professional 
certifications, prior relevant experience, past accomplishments, and evidence of integrity and ethical 
behavior. Rackspace’s commitment to the training and development of its employees is demonstrated 
by the creation of a dedicated training organization called “Rackspace University”.  
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2. Information Security Management System (ISO27001 Req.4) 


Risk Assessment 
 


How does Rackspace conduct risk assessments with regards to confidentiality, integrity, and 
availability? 


As part of the ISO 27001 framework maintained by Rackspace, the impact in loss of confidentiality, 
integrity, and availability of assets is assessed as per the Risk Management requirements of the 
standard, and appropriate controls are then put in place and monitored for conformance and 
effectiveness. Risk assessments against assets found in the Asset Inventory are conducted according to 
established risk criteria. In addition, assessments are conducted at each data center annually and on 
vendors depending on how high the risk is calculated for the services provided. 


Rackspace considers the availability of the customer solution from the perspective of network and 
hardware uptime and the availability of our support services to be of the highest importance, and 
regularly reviews controls, processes, and architecture to help provide the best available uptime. 


Customer assets such as the hosted solution, applications, databases, logs, etc. are the responsibility of 
the primary system administrator, i.e. the customer. Any risk assessments related to these assets should 
be performed by the customer. 


 


ISMS Implementation & Monitoring 
 


Is Rackspace ISO/IEC 27001 Certified? 


Since 2009 our Information Security Management System (ISMS) has provided the foundation for an 
integrated and sustainable security model working in tandem with our other security controls such as 
PCI-DSS. It is subject to an on-going external assessment schedule with a full re-assessment every three 
years.  Rackspace sites which support and operate customer systems are included within the ISMS and 
are certified to ISO 27001 standards (please see the certificate for a full list of sites).  


 
How is the certification renewed? 


A full reassessment is required every three years.  A continuous external surveillance audit schedule is  
carried out, at a minimum annually, across all data hosting sites. 


 
What is the scope of the ISO 27001 certification? 


The Rackspace scope of certification can be found on the latest version of the certificate issued by BSI. 


Who is the ISO 27001 Certifying Body? 


Rackspace’s certifying body for ISO 27001 is BSI.  The Rackspace certificate can be verified by entering 
the certificate number into the following link: 


https://www.bsigroup.com/en-GB/our-services/certification/certificate-and-client-directory/ 
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3. Security Policy (ISO27001 Req.5) 


Rackspace Information Security Policy 
 


Does Rackspace have a documented security policy? 


Rackspace has documented policies which meet the recommendations of the ISO27001 standard 
(including an Information Security Policy). These policies are not releasable to customers because these 
documents are classified as internal CONFIDENTIAL according to our Information Classification 
document.  


 
Can customers review evidence of the Rackspace security policies? 


Rackspace prohibits sending our policies and procedural documentation with current and potential 
customers. We consider all Rackspace policies CONFIDENTIAL information according to the Information 
Classification document. As such, information contained in these documents is proprietary and sharing 
them could jeopardize the security of customers and infrastructure. Customers should instead review 
the ISO27001 certification, ISO 27001 Statement of Applicability overview, and SSAE18 SOC reports. 


 
Can the customer gain access to the ISO 27001 Statement of Applicability or Policy? 


The ISO 27001 Statement of Applicability (SoA) contains clear detail of Rackspace’s security posture. 
Release of the document to external parties has the potential to expose Rackspace’s customer base to 
increased risk. As such, Rackspace considers the SoA to be highly confidential. 


However, customers under NDA can request a copy of the Statement of Applicability, detailing the 
scope of the Rackspace ISO27001 program, via their account representative. 


 
Is the Information Security Policy at Rackspace reviewed? 


The Rackspace Information Security Policy is reviewed annually, or as a significant change occurs, to 
ensure its continued suitability, adequacy, and effectiveness. 


 
From a security perspective, what elements of the hosted solution are customers responsible 
for? 


Rackspace customers retain full administrative rights and control of their hosted environment (Excluding 
Administration rights on firewalls and network appliances.) The customer is therefore considered to be 
the primary system administrator of their hosted environment and as such responsible for all security 
related to that function. By outsourcing the hosting to Rackspace, the customer has delegated 
responsibility for administrating the infrastructure components of their environment. Customers have 
full access to log into their servers remotely using secure shell (SSH) or Windows Remote Desktop, 
depending on the platform. With this access, Rackspace customers may make changes to their servers 
as needed, including uploading content, configuring software and security settings, adding or removing 
local users and changing passwords. Rackspace maintains security practices that at least meet the 
minimum standard of the ISO27001 program. Evidence of security controls can be found in the PCI 
AOC, SOC1, SOC2, and SOC3 documents. 
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What is Rackspace’s responsibility for customer data? 


Rackspace is primarily responsible for three critical security areas:  


• Physical security:  Rackspace is responsible for securing access to all physical assets that provide 
service to our customers.  This includes restricting and logging all physical access to our data 
centers. 


• Network infrastructure:  Rackspace manages and maintains infrastructure components 
supporting the Data Center Hosting Services at a number of data center facilities around the 
world. Rackspace is responsible for Data Center infrastructure services, including the following:  


o Networking equipment (switches, routers, firewalls, load balancers) 


o Physical and logical servers 


o Physical and environmental security equipment at owned data centers (cameras, badge 
readers, fire suppression).  


• Rackspace is responsible for Data Center Hosting Services connectivity to the Internet. 
Rackspace is not responsible for connectivity from Rackspace’s owned and leased data centers 
beyond this point. Rackspace datacenters and Rackspace’s Data Center Hosting Services 
communicate between physical locations and data centers using secure protocols and links. 


• Corporate security operations:  This involves following business processes that that implement 
security controls that adhere to Rackspace policies and industry-standard compliance 
frameworks for which Rackspace holds compliance certifications. This also means following 
security best practices that to limit access to sensitive and confidential information.  Customers 
must ensure that they have implemented the necessary security controls to protect their data 
and meet their compliance requirements within their own environment. 


 


4. Internal Organization (ISO27001 Req.6) 


Internal Organization 
 


How is Information Security managed at Rackspace? 


Rackspace’s Leadership Team actively supports information security within Rackspace through clear 
direction, demonstrated commitment, explicit assignment and acknowledgement of information 
security responsibilities. 


Rackspace’s Leadership Team has assigned lead responsibility for information security to the Chief 
Security Officer (CSO). The CSO reviews and approved the ISMS, which demonstrates the commitment 
to the establishment, implementation, operation, monitoring, review, maintenance and improvement 
of the ISMS. The Chief Security Officer collaborates with Rackspace Legal to monitor compliance with all 
local, state, and federal laws and regulations that apply to Rackspace. 
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Is there an independent review of Information Security? 


Rackspace’s approach to managing information security and its implementation (i.e. control objectives, 
controls, policies, rules, processes and procedures for information security) is independently reviewed 
at planned intervals, and when significant changes to the security implementation occur. The Rackspace 
ISMS (Information Security Management System) is audited internally as part of the ISO27001 
certification process and a team is responsible for risk assessments pertaining to information security. 
The internal audits are conducted by qualified internal auditors. Please note the results of these audits 
are not available to external parties. 


External validation of the Rackspace Information Security program is performed during the SOC1, SOC2, 
SOC3, CDSA, PCI-DSS and ISO27001 audits. 


 
Does Rackspace perform regular internal audits? 


Yes, Rackspace performs regular internal audits of financial controls, Operations and Security controls, 
processes, and policies. 


 
Does Rackspace maintain contact with appropriate authorities and special interest groups? 


Rackspace maintains contact with authorities and special interest groups according to ISO27001 
requirements. Rackspace maintains close ties to local law enforcement and emergency services, and to 
industry special interest groups and forums. Rackspace maintains an ISOC (Information Security 
Operations Center) that monitors special interest groups and the health of the network as a whole. 


 
Are any third party organizations involved in the delivery or management of security at 
Rackspace? 


Rackspace utilizes three third party organizations to provide security related services: 
 


• Physical security is provided by: 
o US – Whelan Security 
o UK – Corps Security 
o HK – ISS Security 
o AUS – Digital Realty 


• Customer offsite back-ups 
o US – Iron mountain US 
o UK – Iron mountain UK 
o AUS / HK – Iron mountain Asia 


• Third party Data Centre services 
• Third-party data center services at LON5 and SYD2 are provided by Digital Realty 
• Third-party data center services at HKG1 are provided by PCCW Powerbase 
• Third-party data center services at IAD2, IAD3 and ORD are provided by DuPont Fabros 


Technology. 
• Third-party data center services at DFW2, DFW3, and SYD2 are provided by Digital 


Realty Trust. 
 


 
Intrusion Detection Systems and dedicated customer log management services are managed by Alert 
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Logic. If the customer solution contains Alert Logic Threat Manager or Log Manager Devices, then Alert 
Logic will maintain a limited level of access to your solution (i.e. access to the logs collected and sent by 
your Alert Logic device). 


 
Does Rackspace have a defined process for the authorization of new information processing 
facilities (IPF) within the data center? 


Rackspace has a defined and documented policy for the authorization of new information processing 
facilities (as defined in the ISO 27001 standard). This process includes choosing a site for a new data 
center away from major geographical risk areas, including earthquake, volcano, hurricane, civil unrest 
and flood regions. Other information gathered includes natural disasters, location of high risk 
installations such as fuel storage, nuclear installations, railway lines, flight paths, high pressure natural 
gas lines, and flood zones. 


 
Does Rackspace have a policy for maintaining contact with relevant authorities and special 
interest groups? 


Rackspace has a defined and documented policy for maintaining contact with relevant authorities and 
special interest groups. 


 
External Parties 


 
Does Rackspace perform risk assessments on its suppliers and third parties? 


Third party suppliers who are identified as having an impact on the security of our service delivery are 
assessed as part of an ISO 27001 certified policy. Those vendors/suppliers that are deemed to have a 
sufficiently high level of risk have formal risk assessments performed on an annual basis to help lower 
the risk level of the vendor. Please note that these assessments are considered CONFIDENTIAL according 
to the Information Classification Policy and cannot be shared with customers. 


 
How do you ensure that security responsibilities are addressed by third party contractors? 


Agreements with third parties involved in accessing, processing, or managing Rackspace data contain 
our security expectations of that party with respect to their service delivery. Security training is given to 
all contractors and vendors when starting at Rackspace. 


 


5. Asset Management (ISO27001 Req.7) 


Responsibility for Assets 
 


Is an inventory maintained for hardware, software, physical assets, and all other forms of 
media used in data centers? 


Asset management is performed according to ISO27001 requirements. Inventory is maintained for 
hardware, software, physical assets and other forms of media as per ISO27001 requirements. The 
inventory is tracked, reviewed, and updated on a regular basis. An audit process to ensure the efficiency 
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and effectiveness of these processes is in place. Each asset has an owner responsible for signing off on 
risk if needed. As the primary system administrator, the customer is responsible for data and application 
assets hosted on their solution, including any asset management processes. 


 


Information Classification 
 


What is your policy on the classification and safe handling of data? 


Rackspace has a defined Information Classification Policy that identifies all customer data as 
CONFIDENTIAL. It also addresses the marking and handling requirements of documentation related to 
the ISO27001 program and policies at Rackspace. The information classification policy is aligned to 
ISO27001 requirements and training to Rackspace employees is done in a routinely basis. 


Information is classified in terms of legal requirements, value, criticality, and sensitivity to unauthorized 
disclosure or modification. Classifications and associated protective Controls for information take into 
account the business needs, legal requirements for sharing or restricting information, and the value of 
Assets depending on sensitivity and criticality to Rackspace.  


 


6. Human Resources (ISO27001 Req.8) 


Prior to Employment 
 


What background checks do you perform for new hires? 


All employees are screened prior to employment according to the legal requirements of the country in 
which the employee is based. Checks performed for all employees include criminal screening (where 
permitted) and identity, work history and education verification as well as a check against a large 
number of global sanctions and watchlists. 


Dependent upon role and/or the customer base supported, the following additional checks may be 
performed: media search; credit check, drug test, directorship search, work history gap analysis. 
Detailed background check audit information is not made available to customers due to company policy 
on disclosing PII (Personally Identifiable Information). 


Background checks are tested externally by a third party in line with our PCI and ISO27001 compliance 
and SOC1 and SOC2 reports on an annual basis. 


The standard level of screening consists of: 


Australia, China, Mexico, US: ID, work history and education verifications, global sanctions/watchlist 
checks and a government-sourced criminal history report 


Germany, Singapore: ID, work history and education verifications, global sanctions/watchlist checks, 
and a media search for adverse information (no criminal screening is allowed) 


Hong Kong, Netherlands: Passport, work history and education verifications, global sanctions/watchlist 
checks, and a media search for adverse information (no criminal screening is allowed) 


India, UK: ID, address, work history and education verification, global sanctions/watchlist checks and a 
government-sourced criminal history report 
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Are new-hire security activities controlled by a formal process? 


New hire security processes such as background screening, user account creation, initial security 
awareness, legal and ethical training are controlled by formal processes. New hires go through an 
extensive onboarding process prior to Rackers being granted access to information systems. Compliance 
with this control is tracked and audited via Rackspace’s many compliance program attestations. 


During Employment 
 


How do you communicate security responsibilities to Rackspace employees? 


Rackspace has implemented security awareness processes and procedures which include a notification 
email focusing on immediate security issues and concerns. In addition, an annual Security Summit is 
provided to employees showing different security responsibilities at the company and how new 
technology affects Rackspace. 


 
Changes and updates to security policy are communicated to all employees periodically through 
company-wide emails and through annual security awareness training. New employees are briefed on 
the Rackspace security policy during employee orientation and each employee signs a security 
acknowledgement form. Each employee is also bound by strict confidentiality obligations which are set 
out either in a confidentiality agreement or within the employee’s employment contract. Security is 
refreshed once again at Rookie Orientation (a three-day long orientation course) and throughout 
employment by anti-phishing emails, cyber security awareness campaigns, and security alerts. 


 
How does Rackspace ensure their staff have appropriate skills and training to support 
customers? 


Rackspace IT technicians are available on a 24/7 basis to offer assistance with the installation and 
maintenance of various applications and to handle any critical system failures that may arise within its 
internal IT infrastructure. To meet its business needs, Rackspace’s IT technicians are certified in various 
areas of expertise. Certifications held by Rackspace IT technicians include (not all technicians will have 
any or all of these certifications): 


 


• Microsoft Certified Experts 
• Red Hat Certified Experts 
• Cisco Certified Experts 
• Brocade Certified Experts 
• Dell Certified Experts 
• VMware Certified Experts 
• AWS Certified Experts 
• Google Certified Experts 
• Certified Information Systems Security Experts 
• Legato Certified Experts   
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Termination or Change of Employment 
 


Are termination activities controlled by a formal process? 


Termination activities, including exit interviews, revocation of system privileges, disabling of accounts 
and recovery of corporate-owned assets are controlled by formal processes. Access lists are reviewed 
periodically on internal critical systems to ensure the process is followed. Termination controls are 
tested externally by third party auditors in our SOC1, SOC2, PCI and ISO27001 assessments, and 
reported on an annual basis. 


 
Are processes in place to ensure access rights are revoked or altered in a timely fashion when 
an employee terminates or changes role? 


A formal and documented policy and process is in place to control the change and revocation of 
privileges in a timely fashion. Revocation of privileges can be triggered by the employee’s manager or 
HR Business Partner via the HR system. Change of privileges requires independent managerial approval. 
Access is granted on a least privilege basis and reviewed periodically on internal critical systems. 
Rackspace has the ability to trigger a company-wide SSO password reset in response to relevant security 
incidents where deemed an appropriate response. 


 
Is a process in place to immediately terminate access rights of disgruntled or ‘at risk’ 
employees? 


Yes. An individual’s manager requests an immediate termination of rights. In circumstances where 
there is an at-risk employee, HR or Security can begin the termination process as well. Once the 
termination process begins, network and physical access is automatically removed or suspended. 


 
Are security violations considered to be subject to formal disciplinary actions? 


All new employees are required to sign confidentiality or non-disclosure agreements as well as 
acknowledgement to know and abide by all Rackspace policies, including our security policies. Any 
employee found to have violated the security policy may be subject to disciplinary action, up to and 
including termination of employment. The Rackspace Employee Handbook states the disciplinary 
process for employees who violate core values or policies at Rackspace. Violations of these policies 
include violation of security practices at Rackspace. 


 


7. Physical & Environmental Security (ISO27001 Req.9) 


Secure Areas 
 


What physical security measures are in place at the Rackspace data centers and office 
locations? 


Rackspace operates data centers and office spaces in many different countries globally while keeping 
security controls uniform throughout the company.  Rackspace data center physical security capabilities 
include:  


• Two-factor authentication is required to access all data center facilities.  
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• Electromechanical locks are controlled by biometric authentication (hand geometry or fingerprint 
scanner) and key-card/badge.  


• Access to secure sub-areas is allocated on a role-specific basis.  


• Only authorized data center personnel have access to data halls.  


• Authorized Rackspace personnel’s access to the facilities is reviewed on a monthly basis by 
management.  


• Termination and role-change control procedures are in place so that any physical or logical access 
rights are removed in a timely manner when access is no longer necessary or appropriate. Closed-
circuit video surveillance is installed at all entrance points on the interior and exterior of the 
buildings that house data centers. Cameras are monitored 24x7x365 by on- site security personnel 
and support data retention for 90 days.  


• Sensitive equipment such as information processing facilities, including customer servers, is housed 
in secure sub-areas within each data center’s secure perimeter and is subject to additional controls.  


• Centralized Security Management Systems are deployed at all data centers to control the Electronic 
Access Control Systems and closed circuit television networks.  


• Rackspace data centers are operational 24x7x365 and are manned around the clock by a security 
team and engineering/operations personnel. Appropriate additional perimeter defensive measures, 
such as walls, fencing, gates and anti-vehicle controls are in place at Rackspace data centers. The 
delivery and loading bays at all Rackspace data centers are separate areas secured by defined 
procedures and security controls.  


• Unauthorized visitors are not permitted access to the data centers. Authorized data center visitors 
are required to abide by the following rules:  


• Authorized approvers must specifically grant visitor access to the data centers at least 24 hours 
before the scheduled visit.  


• Visitors must have a valid reason for entering the data center.  


• Visitors must sign the visitor’s log, present a valid government issued ID, and specify the reason for 
visiting and a Rackspace point of contact.  


• Visitor badges differ in appearance from Rackspace employee badges and do not provide any 
control over doors, locks, etc.  


• All visitor access is logged. This policy applies equally to Rackspace employees not assigned to the 
data center. 24x7 monitored closed circuit video surveillance (CCTV) is installed at all entrance points 
on the interior and exterior of the buildings housing data centers. Cameras are also found on internal 
and external sides of doors containing access to sensitive areas, but do not generally point towards 
specific customers’ hardware. Cameras support data retention for 90 days and are monitored 24x7 by 
on-site security personnel. Sensitive equipment, including customer servers, is housed in secure sub 
areas within the secure perimeter and is subject to additional controls.  


• Centralized Security Management Systems are deployed at all data centers to control the Electronic 
Access Control Systems and CCTV networks. Alarms are directly connected to the local Fire and 
Police Departments.  


• Visitor access to data centers must be by granted by specifically authorized approvers 5 working 
days before the scheduled visit. Unauthorized visitors are not permitted access to data centers.  


• Visitors must present government-issued ID upon checking in, and visitors are strictly escorted at all 
times. In addition, all visitor access is logged. This policy applies equally to Rackspace employees not 
assigned to the data center is question.  
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• Visitors, including customers, are strictly forbidden from accessing sensitive areas of the data center. 
Under no circumstances are customers allowed on the data center raised floor.  


• Rackspace data centers are operational 24x7x365 and are manned around the clock by a qualified 
security force and engineering/operations personnel.  


• Appropriate additional perimeter defensive measures, such as walls, fencing, gates and anti- vehicle 
controls are in place at Rackspace data center locations.  


• The delivery and loading docks at Rackspace data centers are separate areas secured by defined 
procedures and security controls in line with the ISO27001 standard.  


 
Are surveillance cameras deployed throughout all facilities? 


Rackspace data centers maintain 24x7x365 monitored CCTV coverage, with CCTV/DVRs supporting Data 
retention for 90 days in line with PCI requirements. 


 
What data center visitor controls are in place? 


All visitors must be escorted at all times while on any Rackspace property. All visitors must 
sign the visitor’s log which requires visitors to present a Valid government issued ID, reason of 
visit, and a Rackspace point of contact. All visitor access is logged and reviewed by 
management. Any visitors to data centers must be authorized by Data Center Management at 5 
days before the visit is scheduled. All visitors are provided visitor badges on entry which must 
be visibly displayed throughout their visit, and returned before exiting the building. Under no 
circumstances are visitors allowed on the data center raised floor or to other sensitive areas that 
needs two-factor authentication.  


 
How is employee access to the data centers controlled? 


Rackspace employees utilize proximity badges and access cards to enter the building. Only 
employees with a business need for access to the server floor or other secure DC areas are 
provided such access. Employee entry access is controlled by two-factor authentication 
(biometric authentication and proximity access cards). Rackspace policy strictly prohibits 
employees from tailgating at data centers. Under no circumstances are visitors allowed on the 
data center raised floor or to other sensitive areas that require two-factor authentication. 


Is there a guard force present? If so, who performs this function? 


A third party contractor currently provides the 24/7/365 security guard force at Rackspace locations, 
including major offices and all data centers. 


 
Are visitors, contractors and employees required to visibly display Rackspace badges whilst 
on site? 


Both visitors and Rackspace employees are required to visibly display their badges while on site. If a 
person (employee or visitor) is seen not wearing a badge, employees are instructed to challenge the 
person on who they are and where their badge is. 
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Who has physical access to customer servers? 


Only authorized data center and security personnel who need access to the data center production floor 
are provided access to the data halls. Access is reviewed on a monthly basis or more frequently if a 
significant change occurs. 


No visitors or customers are allowed inside sensitive areas of the data center, including the raised floor 
areas.  


Data Centers - Equipment Security 
 


What environmental controls are in place to protect Rackspace data center facilities? 


Rackspace data centers facilities housing information resources are protected by various means (e.g., 
perimeter fencing, guards, video surveillance / cameras, locked doors with limited key distribution, 
locked machine cabinets/cages, glass break sensors on windows, motion detectors, badge/biometric 
devices, door alarms, laser and very early smoke detection, fire suppression, appropriate heating, 
cooling and backup power). 


Rackspace data centers feature N+1 redundant HVAC (Heating Ventilation Air Conditioning) units, which 
provide consistent temperature and humidity within the raised floor area. HVAC systems and chillers are 
inspected regularly (at least quarterly) and air filters are changed periodically. Redundant lines of 
communication to telecommunication providers provide Rackspace customers with failover 
communication paths in the event of data communications interruption. 


Rackspace data centers are equipped with uninterruptible power supplies (UPS) to mitigate the risk of 
short-term utility power failures and fluctuations. The UPS power subsystems are N+1 redundant with 
instantaneous failover in the event of a primary UPS failure. The UPS systems are inspected at least 
twice annually. Data center facilities are equipped with diesel generators to mitigate the risk of long- 
term utility power failures and fluctuations. Generators are regularly tested and maintained to provide 
assurance of appropriate operability in the event of an emergency. Rackspace personnel are on duty 24 
hours a day, 7 days a week at all of Rackspace’s data center facilities. 
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Data Center Specifications:  
 


Data 
Center 


Power UPS Generators HVAC Networking 


DFW1 135 watts per 
square foot 
(N+1) 


9-3000 KVA 
systems, 328 
panels 
for 30 min battery 
life @ Peak Load 


2 sets of 4-1500 
KW generators 
2 sets of 4-2000 
KW generators 
(N+1) & 48 hours 
onsite fuel capacity 


1,504,250 CFM 
for 7500 tons of 
cooling  
(N+2) capacity 
5-1500 ton York YK 
chillers 


Multiple tier-1 
service providers 
10-Gigabit 
Ethernet per 
carrier 


DFW2 1.125 MW 
per suite 
2.25 MW total 
critical power to 
site 


4-1000 KVA 
(N+1) for 5 mins 
of battery life @ 
full load 


3-2000 KW 
generators (N+1) 


1600+ tons cooling 
capacity (N+2) 


Multiple tier-
1 providers 
10-Gigabit Ethernet 
per carrier 


DFW3 
 


14 MW per 
suite 
 


6.975 MW UPS 
Power Capacity 
(N+1)  


2,000 kW Capacity 
each generators  
8 x 4,000 Gal. Fuel 
Tanks 


3,150 Tons of 
Cooling 
Capacity, (N+3) 


Multiple tier-
1 providers 
10-Gigabit Ethernet 
per carrier 
Redundant Cisco 
3-Tier LAN 
Architecture 
4 Carriers 
Providing 
Fiber Based 
Connectivity to Site 


FRA1 12.2 MVA total 
utility power to 
site delivered via 
two diverse 
routes 


10.6MVA of UPS 
capacity 
(2N) Redundancy 
configuration 
240 kW critical 
(UPS) power to 
Rackspace suite 


2 x 2,500 kVA 4 * 
2,000kVA) (2N) 
45,071 Litres of 
Fuel on Site 
hour on site fuel 
Same day fuel 
delivery callout 
contract in place 


1.23 Tons of 
Cooling 
Capacity 
(N+1) Redundancy 
configuration 


Multiple Tier-1 
Service Providers 
10-Gigabit Ethernet 
Per Carrier 
Redundant Cisco 3-
Tier LAN 
Architecture 
2 Carriers Providing 
Fiber Based 
Connectivity to Site 


HKG1 1.2 MW critical 
power to pods 
(600 KW in 2N 
configurations 
2.5 MW 
Total Utility 
Power 
320 watts 
per square 
foot 


1.2 MW UPS Power 
Capacity 
4-1600 KVA 
for 15 min of 
battery life 


2,250 kVA Capacity 
each, 2N 
Redundancy 
 


2450 tons of 
cooling capacity 
(N+1) 


Multiple Tier-1 
Service Providers 
10-Gigabit 
Ethernet Per 
Carrier 
Redundant Cisco 3-
Tier LAN 
Architecture 
4 Carriers 
Providing Fiber 
Based 
Connectivity to Site 


IAD2 200 watts 
per square 
foot (2.275 


32x rotary systems 
for 1300 KW each 
(N+2) 


32 generators 
(N+2) with 2250 
KW capacity 


17,280 tons of 
cooling capacity 
(N+2) 


Multiple tier-1 
service providers 
10-Gigabit 







26 
 


Data 
Center 


Power UPS Generators HVAC Networking 


MW) 
36.4 MW 
total critical 
power to site 


each Chilled water 
500K Gals – 
25mins 


Ethernet per 
carrier 


IAD3 200 watts per 
square foot 
(2.275 MW) 


24x rotary systems 
for 1300 KW each 
(N+2) iso-parallel 


1300 generators 
(N+2) iso-parallel 
with 2250 KW 
capacity each 
4-50K gal. fuel 
storage 


12,000 tons of 
cooling capacity 
(N+2) 
Chilled water 
540K Gals – 
28mins 


Multiple tier -1 
service providers 
10-Gigabit Ethernet 
per carrier 


LON1 1.5-3 kVA per 
cabinet 


3 systems for a 
total of 4500 
KVA (N+1) 


6 generators 
(N+1) with 2.00 
MVA each. 


2218 BTUH of 
cooling capacity 
(N+2) 


Multiple tier-1 
service providers 
10-Gigabit Ethernet 
per carrier 


LON3 100% renewable 
energy 
Facility rated at 
1.75kW per 
square meter / 
3.5kW per rack 
2 separate 15 
MVA utility feeds 
provide power to 
the DC 


250 kW UPS Power 
Capacity,  
 
2-1600 KW 
per cluster (N+1) 
2-2000 KW 
per cluster (N+1) 
2-2400 KW 
per cluster (N+1) 


8 -2.25 MVA (N+1) 
capacity each for 
36 hour capacity 
Each generator 
has its own 
supply system 
with 80,000 liters 
on site 


1.461 m³/hr of 
cooling capacity 
(N+1) 
104 CRACs 
computer room air 
handling units 
6-1,500 kW Airedale 
Optichill air cooled 
screw chillers (N+1) 


Multiple Tier-1 
Service Providers 
10-Gigabit Ethernet 
Per Carrier 
8 Carriers Providing 
Fiber Based 
Connectivity to Site  
Redundant Cisco 
& ARISTA Routers 
BGP Multipath 
Route Optimization 


LON5 18 MVA Total 
Utility Power 
1500 watts 
per square 
meter 


12 MVA UPS 
Power Capacity 
(N+1) 
4x 1MW static 
UPS's per 
datahall 
 
 


28 generators 
(N+1)  
 
4x 1.6875MW 
(1.875MVA) 
generators per 
data hall  
50,050 Litre Fuel 
Tanks 


Over 106 Tons of 
Cooling 
Capacity, (N+2) 


Multiple Tier-1 
Service Providers 
10-Gigabit Ethernet 
Per Carrier 
Redundant Cisco 3-
Tier LAN 
Architecture 
7 Carriers Providing 
Fiber Based 
Connectivity to Site  
Redundant Cisco 
& ARISTA Routers 
BGP Multipath 
Route 
Optimization 


MCI1 2.5 MW Total 
Utility Power 
Full Tier 4 design 
N+N from utility 
to rack 


1.5 MW UPS Power 
Capacity (N+2) 
Dual 2 MW UPS 
feeds with 1.5 MW 
of static UPS 
capacity on each 
side 


2,500 KW Capacity 
each 
10,000 Gallon Fuel 
Tanks 
Facility fed by 
redundant 13.2k 
feeds N+N design 


Over 600 Tons of 
Cooling 
Capacity, (N+1) 


Multiple Tier-1 
Service Providers 
10-Gigabit 
Ethernet Per 
Carrier 
Redundant Cisco 
3-Tier LAN 
Architecture 
4 Carriers 
Providing Fiber 
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Data 
Center 


Power UPS Generators HVAC Networking 


Based 
Connectivity to 
Site 
Redundant Cisco 
& ARISTA Routers 
BGP Multipath 
Route 
Optimization 


ORD1 15.6 MW critical 
(UPS) power to 
Rackspace pods 
33.8 MW critical 
(UPS) power to 
site 
55 MW total utility 
power to site 


15.6 MW UPS 
Power Capacity 
(N+2) 
33 Rotary power 
systems with 1300 
kW of critical 
output each 


33 generators 
(N+2) with 2250 
KW capacity each 
4- 50,000 gal. fuel 
tanks 
55-hour on site 
fuel capacity 
under full load 


18,400 tons of 
cooling capacity 
(N+2)  
Evaporative 
chilled water 
plant 


Multiple Tier-1 
Service Providers 
10-Gigabit Ethernet 
Per Carrier 
Redundant Cisco 3-
Tier LAN 
Architecture 
14 Carriers 
Providing Fiber 
Based 
Connectivity to Site 
Redundant Cisco 
& ARISTA Routers 
BGP Multipath 
Route Optimization 


NYC1 2 MW 
N+N utility to 
rack 
 


Multiple Eaton UPS 
various sizes 1.2 
MW N+N 


2 generators (N+N) 
2 MW capacity 
each 
5K gal. fuel tanks  


500 tons of 
cooling capacity 
(N+1) 


Multiple Tier-1 
Service Providers 
10-Gigabit Ethernet 
Per Carrier 
Redundant Cisco 
3-Tier LAN  
Architecture 
16 Carriers 
Providing Fiber 
Based 
Connectivity to 
Site 


NYC2 2.7 MW 
N+N utility to 
rack 
 


2.4 MW N+N 2 generators (N+N) 
1000 KW capacity 
each 
2-20K gal. fuel tanks  


1100 tons of 
cooling capacity 
(N+1) 


Multiple Tier-1 
Service Providers 
10-Gigabit Ethernet 
Per Carrier 
Redundant Cisco 
3-Tier LAN  
Architecture 
16 Carriers 
Providing Fiber 
Based 
Connectivity to 
Site 


SJC2 9 MW Total 
Utility Power 


5.4 MW UPS Power 
Capacity (N+2) 
1- 1,100 kVA Eaton 


1-1,500 kW (N+2) 
5-1,826 kVA (1,500 
kW) 


Over 17,000 Tons 
of Cooling 


Multiple Tier-1 
Service Providers 
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Data 
Center 


Power UPS Generators HVAC Networking 


Three 3,000 kVA 
transformers 
Primary and 
Secondary 
Looped 12kV 
Utility Feed 
 


Powerware 9395 
UPS System 
5- 1,826 kVA (1,500 
kW) DRUP/UPS 


DRUP/UPS:(N+2) 
Each generator has 
its own 150gallon 
day tank connected 
to two sets of 
above ground 
10,000gallon tanks 


Capacity, (N+2) 
26 to 30 tons DX 
Units DX (N+2) in 
each colo 


10-Gigabit Ethernet 
Per Carrier 
Redundant Cisco 3-
Tier LAN 
Architecture 
8 Carriers Providing 
Fiber Based 
Connectivity to Site 
Redundant Cisco 
& ARISTA Routers 
BGP Multipath 
Route Optimization 


SYD2 10 MVA Total 
Utility Power 
1870 watts per 
square meter 
720 kW critical 
(UPS) power to 
Rackspace pods 
5.6 MW critical 
(UPS) power to 
site 
10 MVA total 
utility power to 
site delivered via 
two diverse 
routes 


5.6 MW UPS Power 
Capacity (2N) 
16 systems 
for 1600 KW each 
(2N) 
16 MGE UPS 
units (2 banks of 
2 UPSs per suite) 
(2N) Redundancy 


8 generators 
(N+1) with 1800 
kW Capacity each 
4 x 40,000 Liter 
Fuel Tanks 


1600 tons cooling 
capacity (N+1) 
Roof mounted free 
air cooling system 
with under floor 
cold air supply 


Multiple Tier-1 
Service Providers 
Redundant Cisco 3-
Tier LAN 
Architecture 
7 Carriers Providing 
Fiber Based 
Connectivity to Site 
Redundant Cisco 
& ARISTA Routers 
BGP Multipath 
Route Optimization 


 


Data Center roofs and exterior walls of are heavy duty rated and are designed to withstand extreme 
weather. Appropriate lighting protection is fitted. 


 
Data centers are equipped with sensors, including smoke detectors and floor water detectors, to detect 
environmental hazards. The data centers are also equipped with raised flooring to protect hardware and 
communications equipment from water damage. Data centers are equipped with fire detection and 
suppression systems, fire extinguishers. Fire detection systems, suppression systems and chemical fire 
extinguishers are inspected at least annually. Rackspace data centers are also situated away from areas 
of geographic instability or those prone to natural disasters. 
 


Are server racks protected from accidental damage due to water/liquids? 


Rackspace data centers have water leak detectors installed under the raised floors. 
 


How do you ensure environmental controls remain effective and operational? 


Rackspace data centers are monitored 24/7 by Building Management Systems and dedicated 
engineering teams. Generators, fire protection equipment, smoke sensors, and UPS are regularly tested 
and serviced according to industry standards in line with a scheduled maintenance calendar.  
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8. Communications and Operations Management 
(ISO27001 Req.10) 


Operational Procedures and Responsibilities 
 


How do you manage changes to customer hosted environments? 


CORE is the Rackspace proprietary hosting automation platform, designed to facilitate change control 
with the provisioning, changing, and scaling of a customer’s hosting environment. CORE centralizes all 
information about a customer and their hosting configuration and manages all change related tasks and 
customer communication. 


CORE seamlessly assigns work across Rackspace resources for issues that require multiple teams to 
troubleshoot, and by carefully controlling changes, we are able to achieve guaranteed uptime and 
minimize any impact on customer business operations. 


 
How does Rackspace control changes to the shared Infrastructure? 


Rackspace utilizes a Technical Change Management process to control changes to the shared 
infrastructure. Proposed technical changes are subject to Change Sponsor or Change Board approval 
according to defined thresholds. The Technical Change Management policy requires that all changes 
that impact or has the potential to impact more than one customer, are recorded and reviewed in the 
ITSM tool, ServiceNow. All changes recorded in ServiceNow are planned, tested, evaluated for risk, 
prioritized, approved, and implemented in a controlled and consistent manner. All procedures, for 
submitting and executing a change request, are provided in the Rackspace Technical Change 
Management handbook and the Rackspace Technical Change Management Wiki pages. 


Rackspace will notify customers of any scheduled maintenance that may impact the availability of the 
customer. Customers will be alerted of emergency maintenance as part of the incident management 
process. 


Rackspace customers are notified of changes as follows: 


§ At least 72-hours for Dedicated customer changes. 


§ At least 72-hours for Cloud disruptive changes. 


§ Up to 72-hours for scheduled emergency changes 
 


Third Party Service Delivery Management 
 


How does Rackspace address third party service delivery management? 


Rackspace maintains controls designed to address the security implications of third-party service 
delivery. Rackspace performs risk assessments on relevant and identified third parties according to an 
ISO 27001 compliant process. Rackspace maintains an asset register that ranks vendors according to 
risk, and assessments are conducted on highest ranked vendors. Security requirements are also included 







30 
 


in third party agreements, contracts and SLAs. Processes are in place to manage the adoption of new 
suppliers and changes to existing suppliers in a secure fashion and to ensure that all supplier contracts 
contain confidentiality agreements as standard. 


 


System Planning and Acceptance 
 


What capacity management controls are in place at Rackspace? 


Rackspace has formal capacity management process in place to help ensure the availability of all 
resources required by the business including bandwidth, data center capacity and utilities, inventory and 
employee manpower and skills. The site selection of new data center sites is led by the Design & Build 
team within the Global Data Center Infrastructure group. 


When Rackspace reviews potential sites, information is gathered on natural disasters, location of high 
risk installations such as fuel storage, nuclear installations, railway lines, flight paths, high pressure 
natural gas lines, flood zones etc. Rackspace also uses Engineering firms during the selection process to 
assist with gathering of information and undertaking further in-depth analysis of land and supporting 
infrastructure such as water, power, roads, soil and environmental concerns. 


For customers, the month’s capacity metrics and resource utilization statistics and projections can be 
found in the customer portal. 


 


Software Development Lifecycle 
 


What does Rackspace do to ensure secure code development?  
Rackspace has an established Software Development Lifecycle process to include separation of duties, secure code 
review and a documented change management process.  
The following is included as part of the overall software development processes: 


• Code Review process 
• Validating input/utilizing parameterized queries 
• Validating buffer boundaries/truncating input strings 
• Prevention of cryptographic flaws/using strong encryption 
•  Developers address all “high risk” vulnerabilities that affect the system 


 
Each of these topics and more are a part of the annual Secure Code Training materials.  


Protection against Malicious and Mobile Code 
 


How are customer servers protected against viruses and malicious code? 


Rackspace has the ability to deploy servers with complex passwords, firewalls, IDS, Anti-Virus, and our 
Network Monitoring Service. Some of these services are only deployed per the customer’s requirement. 
During the implementation phase, Rackspace will work with the customer to help define a solution that 
will meet their business needs and/or demands. 


Anti-Virus and Malware protection services are only deployed per the customer’s requirement. During 
the implementation phase, Rackspace will work with the customer to help define a solution that will 
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meet their business needs and/or demands. All specifics of the Anti-Virus scanning policies and its 
deployment are per the customer’s option/requirement for their own network. Rackspace provides a 
Managed Anti-Virus Solution powered by Sophos Anti-Virus for Endpoint protection. Virus definition 
updates can be as frequent as every five minutes, daily, or weekly, depending on the frequency of 
release from the manufacturer. OEM Sophos partners, such as Rackspace, manage their own lifecycle 
and versioning as part of their product offering lifecycle and quality control processes. As a result, 
Rackspace may deviate from the release and expiration calendars published on the Sophos website 
while still being a supported partner. Rackspace typically releases Sophos Endpoint client software 
updates 2-3 times a year to prevent update fatigue, and to properly evaluate all software updates to 
minimize any disruption to its customers. 


 
Do Rackspace corporate computers have anti-virus installed and properly configured? 
Rackspace Information Systems run anti-Malware tools approved by GES. Anti-Malware tools are 
configured to provide real time protection of emails, attachments, memory devices and other data 
carrying tools. Definition/signature files are updated on the primary anti-Malware server and clients 
update their local definitions at the next available communication.  Endpoints perform malware scans 
(minimum of) once per month and generate audit Logs. (PCI-5.2, 6.3.2.)  


 


Network Security Management 
 


How is Rackspace access to network devices controlled? 


Rackspace secures access to core networking infrastructure utilizing roles and responsibilities defined 
in Cisco Identity Services Engine (ISE) leveraging the TACACS+ protocol. TACACS+ is an industry 
standard network device access control system. Processes are in place to review the TACACS+ user 
groups defined in ISE on a quarterly basis to verify that defined users still require access. Any 
discrepancies found are corrected immediately. Access to network devices via TACACS+ is initially 
provisioned only to those employees that require it on a role specific basis and users with advanced 
roles in Network Security or Network Operations and are able to pass both a written and lab 
examination. 


 
How do you provide time synchronization? 


Rackspace provides time synchronization via central time sources in each geographical data center 
location. Each central time source utilizes the retrospective geographical ntp.org time source for time 
synchronization while also peering with pool server located in the same data center. Rackspace 
maintains Open Shortest Path First (OSPF) routing to provide high availability for its time service. 


 
Is Wireless Technology used in Rackspace? If so how is it secured? 


Wireless access is installed at Rackspace’s facilities for employee use. The Rackspace internal wireless 
connection is configured to be on separate VLANs which do not have access to the customer’s 
environment and only allow outgoing traffic to the Internet. Wireless access points are not permitted to 
physically interface with customer solutions on the data hall floors. Rackspace performs regular wireless 
audits at least quarterly to detect rogue access points as per PCI-DSS requirements. Employee access to 
customer servers requires two-factor authentication to the internal network and connection through a 
bastion server for auditing and security purposes. 
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Have intrusion detection systems (IDS) / Intrusion Prevention Systems (IPS) been 
implemented where Internet services are provided? 


Rackspace can provide (on customer request) a dedicated IDS device (Alert Logic Threat Manager). 
Alternatively, the customer may install and configure a Host Based IDS system on their solution. IDS and 
IPS have been implemented on the internal Rackspace network and is monitored by the ISOC 
(Information Security Operations Center). 


 
Are firewalls ICSA and Common Criteria evaluated? 


Our managed firewall portfolio includes a series of product choices that can provide the level of security 
defined in either ICSA Firewall and IPSec certification requirements, NIAP (National Information 
Assurance Partnership) Product Compliance and Common Criteria PP (Protection Profile) evaluation 
status. 


Firewall configurations will be implemented per the customer’s requirement/direction. Rackspace 
deploys firewalls in a maximum secure state, with ports/services closed/off from untrusted to trusted 
networks by default. The implementation phase will involve Rackspace working with the customer to 
help define a solution/configuration that will meet their business requirements.  Firewall configuration 
will be maintained for Managed Hosting customers.  Administrative access is required in order for 
Rackspace to provided managed/intensive services to customer solutions.  All services that connect to 
customer firewalls and customer solutions have been audited by internal and their-party vendors in 
order to meet industry best practices.  For more information about these practices, please see the 
Firewall Manager v2 Access List Theory and Best Practices FAQ page.   
 
Why does Rackspace need administrative access into my environment? 
 
In order for Rackspace to be able to deliver our world class service and meet the expectations outlined 
in the managed and intensive service level agreements, we must be able to access the customers 
solution.  Only our trusted systems that have been assessed by third-party audits are granted 
administrative access to customer solutions.  Rackspace’s access to the customer solution is necessary 
for investigation of outages, security problems, and/or any suspected breach of the Agreement, and to 
perform the Services in the Master Services Agreement.   
Link to the MSA 


 
 
How are customer solutions segregated from one another? 


Dedicated customer Virtual networks (VLAN) are used to logically segment customers on the Rackspace 
network into different broadcast domains so that packets are only switched between ports that are 
designated on the same VLAN. 


Firewalls protecting the customer from the Rackspace public network and from the Internet are 
implemented, configured and managed by experienced Internet security specialists according to the 
customer’s explicit requirements. Firewalls are configured with Access Command Lists (ACL) which 
prevent access to private internal IPs and deny access to all non-Administrative ports. All non- 
administrative ports are closed by default unless specifically requested by the customer. Administrative 
activity by Rackspace on customer servers is limited to specific internal Rackspace IP address ranges. 
Additionally, the customer may specify IP address ranges to be used to tightly restrict customer remote 
administration. Managed Firewalls are configured with anti- spoofing measures and boundary routers at 
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the provider edge are configured to prevent some Denial of Service (DoS) attacks through the use of 
anti-spoofing Access Control Listings (ACLs). 


How can Rackspace protect customer solutions against DoS and DDoS attacks? 


Rackspace can provide multiple levels of reactive DDoS mitigation. At the most fundamental level, the 
shared network infrastructure is monitored by the Network Operations team for anomalous traffic 
patterns indicating that a DDoS attack is in progress. This can then be null-routed at the edge or 
provider level depending on the severity of the attack. 


Rackspace can also provide the Rackspace DDoS mitigation product on the customer’s request. 
Rackspace DDoS mitigation is a solution level DDoS mitigation technology that can be provisioned at 
multiple service levels on an ad-hoc, monthly, or annual basis. The annual implementations of 
Rackspace DDoS mitigation have the added ability to filter traffic based on customer specific or custom 
profiles, further minimizing the impact of even major DDoS attacks on the performance of the solution. 
For More Information, please view the DDoS FAQ located here:   


https://dcwiki.rackspace.com/wiki/Rackspace_DDoS_Mitigation_FAQ#What_is_Rackspace_DDoS_Miti
gation.3F 
 


Media Handling 
 


Please describe your processes for purging customer data from your systems. How do you 
dispose of or destroy confidential information and media that has contained confidential 
information? 


Hard drive wiping and destruction at Rackspace Hosting starts with a policy that provides direction for 
efficiency and security through standardized approaches to sanitization of customer data before hard 
drive reuse and when a hard drive has reached its end of service. Any server class spinning hard drive 
that will remain in the data center to be re-used will be formatted by filling every drive sector with 
zeroes (“zero fill”). This formatting method will be used by default unless otherwise instructed by our 
customer. 


SSD drives are wiped via SecureErase command which resets the SSD back to factory settings. PCI-E 
flash storage, such as Fusion IO drives, are wiped via software provided from the manufacturer, this 
wiping is comparable to SecureErase. 


The Rackspace Hard Drive Wiping and Destruction policy addresses the following scenarios: 


• Before re-use, hard drives undergo a wipe by performing a single pass zero-fill (this is our default 
sanitization method). 


• Defective or failed hard drives no longer under vendor warranty are destroyed by shredding or 
bending. 


• Hard drives transferred between Rackspace Data Centers undergo a 3-pass wipe. 


Degauss – using a strong magnetic pulse that purges the data and renders the drive inoperable. 


Destroy – physically destroy the hard drive by shredding or bending the hard drive including the platters. 


Wipe – fill every drive sector with zero’s or a 3-pass wipe that performs three different data wipes to 
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ensure the hard drive is rewritten and covered with random data patterns. 


Rackspace reuses and recycles tapes for three (3) years unless a malfunction occurs, or the system flags 
the tape as unusable. Until the three-year mark, we continue to write and overwrite data to the tapes as 
needed by the backup software. At the end of a tape's life cycle, the tape is degaussed and physically 
destroyed by a 3rd-party vendor. 
 
For a fee, Rackspace customers can request High Assurance Drive Wiping for dedicated server class hard 
drives (excludes SAN and Managed Storage hard drives). High Assurance Drive Wiping (DOD-3 wipe or 
three-pass wipe) works by first writing random data, then 1s, then zeros. Rackspace issues a certificate 
of data sanitization with this service. Please contact your Sales Representative or Account Manager for 
further details. 


• For spinning hard drives that need to be destroyed upon customer request, Rackspace will 
destroy via a two-step destruction process: degaussing and physical drive destruction.  


• Rackspace will provide on-site degaussing at the data center where the server was deployed. 
Degaussing completely de-magnetizes the drive, making it completely inoperable and 
preventing data recovery. Rackspace uses a Garner HD-2 hard drive & tape degausser or 
equivalent to perform this service. 


• Rackspace will then physically destroy the drive onsite using a Garner PD-4 Physical Hard Drive 
Destroyer, an AMS-1000HD or AMS-150HD Hard Disk Shredder or equivalent to perform this 
service. The drive remains are sold for scrap metal. 


• For SSD Rackspace will physically destroy the drive onsite using a Phiston MediaVise SSD 
Destroyer or equivalent to perform this service. The drive remains are sold for scrap metal. 


• For PCI-E Flash storage drives, Rackspace will physically destroy the drive using a AMS-1000HD 
or AMS-150HD Hard Disk Shredder or equivalent to perform this service. The drive remains are 
sold for scrap metal. 


 
Hard Drive Wiping & Destruction Process w/Pricing – Americas Hybrid SDMs 


 
Will Rackspace provide me with a certificate of data destruction? 


This is not performed by default but can be requested by the customer for a fee upon request. 
 


What is your policy on the classification and safe handling of data? 


Rackspace has an Information Classification Policy that identifies all customer data as CONFIDENTIAL. It 
also addresses marking and handling requirements for all data types at Rackspace. 


 
Will Rackspace transfer my hosted data to portable storage media? 


Apart from backup under the Managed Backup service Rackspace does not transfer customer hosted 
data to portable media under normal operating conditions. Upon request, Rackspace can attach a 
portable device to customer’s servers. Customers are responsible for transferring data to the portable 
device and for ensuring personal data, sensitive personal data, and other types of sensitive data are 
appropriately protected (encryption). 
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Exchange of Information 
 


Who is responsible for the security of customer data? 


As the primary system administrator and Data Controller, the customer is ultimately responsible for the 
security of the information hosted on their dedicated solution. To assist in this responsibility, Rackspace 
highly suggests encrypting sensitive data at all times. 


 


Monitoring 
 


Are alerting, monitoring and support in place 24x7 for dedicated customer solutions? 


Yes, Rackspace data centers and Network Operations Center (NOC) are manned 24/7/365. Please note 
that the level of alerting and monitoring depends on the service and segment selected by the customer. 
Rackspace maintains 24/7/365 support availability. 


 
What network monitoring technologies are used? Is the monitoring of systems, alerts and 
vulnerabilities used to detect information security incidents? 


We provide our “RackWatch” program, which is our network monitoring service. Numerous monitoring 
levels are available depending on service level and segment. Our experienced technicians will 
automatically fix the problem depending on your chosen segment and our support policy. Please speak 
with your Account Manager for specific details of the different monitoring and support levels available. 


 
Where do logging and monitoring responsibilities regarding the customer solution lie? 


Rackspace is responsible for the logging and monitoring of Rackspace employee access to the customer 
solution on bastion servers. These servers help protect the customer environment by logging all 
employee activity in the customer environment. All other customer specific logs, including server and 
firewall logs, are the responsibility of the customer. Rackspace can provision an Alert Logic Log Manager 
device into the customer solution if required. Alternatively, the customer can install and configure their 
own log management solution, such as the operation of a sys-log server. 


 


9. Access Control (ISO27001 Req.11) 


Business Requirement for Access Control 
 


Does Rackspace maintain an access control policy? 


Rackspace maintains an internal Access Control Policy in accordance to ISO27001 requirements. The 
access control policy defines procedures for the creation of new Rackspace user accounts and addition 
of initial privileges and rights, change and removal of Rackspace user privileges and termination of 
Rackspace user accounts. 


As the primary system administrator, the customer is responsible for the management of any non- 
Rackspace user accounts, including creation, change management and termination, and enforcement of 
related remote working and password controls. 
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User Access Management 
 


How is Rackspace user access and authentication managed? 


Rackspace utilizes a centrally managed Single Sign-On (SSO) solution and RSA+PIN authorization for 
access to the internal network. The SSO solution is used to assign roles and rights to individual 
Rackspace employee access is based on least privilege where possible, controlling access to sensitive 
portions of the network. 


 
The Rackspace SSO solution is also used to authenticate and authorize Rackspace access to customer 
solutions via the Bastion Servers, enabling a high level of accountability. 


 
As primary system administrators, customers are responsible for administering their own access control 
solution. 


 
Does Rackspace maintain a formal password policy? 


Rackspace maintains a formal password policy in accordance with ISO27001 requirements. Rackspace 
utilizes a unique username and password method (Alpha-Numeric with at least: 1-upper case, 1- 
number, 1-special character). All passwords are set to be changed every 90 days and are governed by 
password reuse restrictions. Elevated privilege account specifics are as follows: 


• Password history (24 previous) 
• Maximum age 90 days  
• Minimum age 1 day 
• Minimum length 15 characters 
• Complexity: Upper/Lower case, use of numbers 0-9, use of special characters 


• Account lockout duration: 30 minutes 
• Account lockout threshold: 6 attempts 
• Account reset: 30 minutes 


 
For hosted solutions, customers have full administrator access to update/modify passwords and 
accounts as they feel necessary. 


How does Rackspace store/transmit/destroy passwords when creating the customer 
accounts? 


 
Customer device credentials are stored in CORE. Access to and activity on CORE and to the credentials 
themselves is restricted to those employees with a need for access.  All access is subject to multiple 
levels of auditing and accountability. Customer device credentials are obscured on screen unless a 
deliberate action is taken to reveal a single password. Each access to individual device passwords is 
logged and suspicious behavior is flagged for investigation. All customer credentials are rotated on a  
90-day cycle.  All Rackspace access to CORE is via HTTPS using two-factor authentication. 
Credentials are communicated to the customer via CORE ticketing system which can be viewed by 
logging into the customer portal over https connection 
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Are user access paths set up on a predefined role-based need-to-know basis (e.g. only the 
operators working on the customer project have access to the information and systems)? 


Each Rackspace employee is only granted building and logical system access rights and permissions 
required for their job function. Access or additional rights or privileges are only granted following 
managerial approval. 


 
Do you allow remote access to your internal network? If so, do you require two-factor 
authentication? 


Rackspace allows remote employee access through VPN authentication which requires two-factor 
authentication using RSA+PIN and SSO. 


 
Are Rackspace access control policies based on the principles of ‘least privilege’ and 
‘segregation of duties?’ 


Rackspace access control policies based on the principles of ‘least privilege’ and ‘segregation of duties.’ 
Segregation is enforced through role based access control policies and technical controls. VLANs are also 
used to provide physical/logical segregation of workstations. 


 
Are processes in place to control the creation of new accounts and allocation of privileges? 


A formal and documented policy and process is in place to control the creation of new accounts and 
allocation of privileges. Allocation of privileges requires independent managerial approval. 


Where does the responsibility for logical access control to customer solutions lie? 


Rackspace customers retain full administrative rights and control of their hosted systems and are 
therefore considered primary system administrators of their hosted environment. By outsourcing the 
hosting to Rackspace, the customer has delegated responsibility for managing the physical infrastructure 
components of their environment. Rackspace is responsible for managing Rackspace support 
administrator access to customer solutions, and this is controlled as part of the Rackspace access control 
policy. 


Customers have full access to log into their servers remotely using secure shell (SSH) or Windows 
Remote Desktop, depending on the platform. Rackspace customers may make changes to their servers 
as needed, including uploading content, configuring software and security settings, adding or removing 
local users, and changing passwords. 


Customer solutions reside on their own dedicated VLAN. Rackspace administrative access to dedicated 
customer solutions is performed via the Bastion Servers, which act as segregation points between the 
Rackspace corporate network and the customer environment. Access via the Bastion Servers is subject 
to stringent logging controls. 


 
Which Rackspace employees are provided access to customer solutions? 


Only Rackspace employees with genuine business needs, such as support administrators, are granted 
access to customer solutions. Rackspace employees can only access customer solutions and VLANs via 
the dedicated Bastion Servers created for this purpose using RSA+PIN and SSO account with the 
required additional privileges. Any activity on the Bastion Servers is logged and closely monitored. 
Rackspace employee access to customer solutions is managed by the IT department. Rackspace support 







38 
 


specialists use VPN authentication, utilizing two-factor authentication RSA token and password to 
remotely connect to Rackspace networks; once inside the Rackspace network, all support staff are 
required to go through a second level of authentication via bastion/jump hosts/gateway servers to 
access customer solutions. Clients can deploy two factor authentications into their Rackspace hosted 
environment as desired using an RSA appliance, which Rackspace offers as an optional service. 


 


User Responsibilities 
 


How are information security roles and responsibilities allocated within Rackspace? 


Rackspace has clearly defined information security responsibilities which are documented in the 
Rackspace Information Security Policy and the Employee Handbook. In addition, responsibilities for 
specific information security procedures are clearly defined and documented in the ISMS Job 
Description Policy. 


 


Network Access Control 
 


How is Rackspace access to network devices controlled? 


Rackspace secures access to core networking infrastructure utilizing inherent access control 
functionality in ISE software. ISE is an industry standard network device access control system. 
Rackspace conducts a quarterly review of the access lists to verify users on the list still require access. 
Any discrepancies found are corrected immediately. Access to network devices via ISE is initially 
provisioned only to those employees that require it on a role specific basis. 


 


Application and Information Access Control 
 


Who is responsible for managing access to application level assets, databases and customer 
hosted information? 


As the primary system administrator, the customer is responsible for managing elements such as 
applications, databases and customer hosted information. This includes any application or database 
level access controls or audit logs. This responsibility can be risky but encrypting data can help alleviate 
this risk. 


 
What is Rackspace’s responsibility for customer data? 


The technical measures taken to restrict access to electronic systems are governed by the concept of 
segregation of duty. Rackspace has implemented clear division of roles and responsibilities, in order to 
provide an adequate segregation of duties. The primary mechanisms used to enforce segregation of 
duties are the physical and logical access controls in place at Rackspace to control access to the 
company’s and/or its customers’ data and assets. Physical access restrictions for employees are 
enforced with the use of proximity access cards, and biometric access devices. Logical access to core 
networking equipment and customer resources requires password access and is granted only to those 
employees in roles that require such access. 
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Customers are responsible for customer data (encryption, access controls, logging). Rackspace is 
responsible for physical security controls and for infrastructure services, supporting the OS layer and 
network. As the primary data owner/custodian the customer is responsible for classifying their data and 
is the primary system administrator on how their data is stored, transmitted and exchanged. 


Rackspace complies with the data protection requirements of the nations in which it operates. 
 


Mobile Computing and Tele-working 
 


Does Rackspace permit mobile computing and teleworking? 


Rackspace permits teleworking to facilitate the work/life balance of employees. Rackspace allows 
remote employee access through VPN authentication which requires two-factor authentication using 
RSA token and password. Direct access to customer solutions via remote connection is not permitted. A 
policy is in place to maintain security throughout the remote access provisioning process and to manage 
security concerns while teleworking. The figure on Page 47 shows how employees can access a 
customer’s environment using mobile computing or teleworking. The process involves two-factor 
authentication (RSA+PIN and SSO) and a bastion server. 


 


10. Systems Acquisition, Development and Maintenance 
(ISO27001 Req.12) 


Security Requirements of Information Systems 
 


Do you harden customer server operating systems? 


Rackspace has developed images for both Windows and Linux deployments to serve as a base line for 
hosted systems. However these images should not be considered to be ‘hardened,’ as customer 
requirements differ. When a server is built/loaded, the security profile of the server is the responsibility 
of the customer however hardening can be achieved by following industry best practices which include 
but are not limited to: 


• Assigning strong default passwords and passphrases 


• Removing and disabling non-required accounts 


• Removing and disabling non-essential services and functions 


• Restricting network access to only ports and protocols required for the server’s function 


All internal and external vulnerability & penetration test of the customer solution are the responsibility 
of the customer, and should be performed according to the ‘Logical Security Testing Consent 
Agreement’ form (please contact your Sales Representative or Account Manager for further details). The  
Rackspace network and shared resources/services are explicitly out of scope per the ‘Rackspace 
Acceptable Use Policy’. 
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Cryptographic Controls 
 


Who is responsible for encryption, key management, etc. on customer solutions? 


As the primary system administrator, the customer is responsible for the design and implementation of 
any cryptographic systems required on their environment, and the key management of their systems. 
Rackspace is responsible for encryption and key management for Rackspace internal systems only. 


 
Technical Vulnerability/Patch Management 


 
When does Rackspace release patches and updates? 


Linux 


Updates are pushed into the Intensive channels once a month. Patching notifications are built and sent 
out on the Wednesday of the second full week of the month and scheduled for the Wednesday or Friday 
of the third full week. 


Windows 


Monthly patches are released across three separate weeks. The release week that contains all 
customers by default starts two weeks after Microsoft’s patch Tuesday (the second Tuesday of each 
month). Customers can opt to receive patches the week before if they would like to. The customer is 
responsible for specifying the desired frequency to apply patches. 


How does Rackspace choose the updates to release? 


Linux 


All patches from Red Hat are pulled into the channels. Intensive channels are a clone of the Red Hat 
channels. 


Windows 


Not all Windows patches released by Microsoft are approved for release: 


• Only the updates announced on each month's security bulletin are evaluated. 
• Only updates that apply to the Windows OS itself are approved. This includes anything that is 


installed by default or is an available add-on role/service (i.e. Internet Explorer or IIS security 
updates). 


• Security updates for the .NET Framework are approved. 
• We can approve non-security updates if support determines a specific need that applies to our 


customer base as a whole, (i.e. cumulative time zone updates). 
• Rackspace approves the latest definitions for Windows Defender each week during monthly 


patching 
  







41 
 


 
How does Rackspace test the updates that it releases? 


Linux 


Individual daily updates are not tested. RHEL point releases are tested before being released to either 
Managed or Intensive. The Product team tests these updates to ensure that all Rackspace supported 
products work with the new release. 


Windows 


Rackspace begins testing the updates that are planned for release the week after Microsoft’s Patch 
Tuesday (the second Tuesday of the month). They are tested in a lab environment which consists of 
Microsoft Hyper-V virtual machines running each Rackspace International-supported version of the 
Windows OS. 


After a VM snapshot is taken, patches are released to the lab environment and are installed. Any 
installation failures are noted, and the systems are reviewed throughout the week for stability and 
suspicious event log entries. 


 
How does Rackspace manage technical vulnerabilities on its corporate network? 


Rackspace maintains an ISO27001 certified internal vulnerability management policy that includes 
regular vulnerability assessments of the corporate network intended to identify, assess and remediate 
technical vulnerabilities. In addition, the PCI Merchant and Service Provider programs requires quarterly 
scans of in scope resources for vulnerabilities; remediation follows PCI standard guidelines which are 
incorporated into the Rackspace vulnerability management standards and policies. 


Does Rackspace perform or permit vulnerability assessments or penetration tests on 
customer solutions? 


Rackspace does not perform vulnerability assessments or penetration tests on customer solutions. 
However, Rackspace will facilitate a customer vulnerability assessment according the Logical Security 
Testing Consent Agreement. Please contact your Account Manager or Sales Executive for further 
information. Penetration tests are allowed on the customer server, but not permitted on the Rackspace 
network as per the Acceptable Use Policy. 


Should the customer solution include an Alert Logic Threat Manager IDS device, the customer may be 
eligible for inclusive Alert Logic vulnerability scans. Please consult with your Account Manager or Sales 
Representative to discuss this option. 


 


11. Incident Management (ISO27001 Req.13) 


Reporting Information Security Events and Weaknesses 
 


Is alerting and monitoring in place 24x7? 


Rackspace data centers and Network Operations Center (NOC) are manned 24/7/365. Please Note: the 
level of alerting and monitoring depends on the service and segment selected by the customer. Please 
speak with your Account Team for more information of these services. 







42 
 


 
Does Rackspace have an internal incident reporting process, and are users educated on this? 


Rackspace maintains an internal incident reporting process, and users are educated both on hire and 
during regular reoccurring training. 


 
Will Rackspace alert me of security incidents affecting my solution? 


Should a security incident affect your solution, contact your Account Manager who, in turn, can 
involve your customer care team. Due to the unique nature of each individual customer's applications 
and sensitivity levels, Rackspace encourages customers to develop an incident response plan 
appropriate for their needs that they wish Rackspace to employ in their individual Incident 
Management process. 


 
Can Rackspace tell me about the history of incidents across the company/the last incident? 


Due to confidentiality concerns, Rackspace is unable to disclose information, including historical 
information, relating to incidents. The incident process is externally audited against the ISO27001 
standard on an annual basis. 
 
Management of Information Security Incidents and Improvements 


 
Does Rackspace maintain internal incident response processes? 


Rackspace maintains formal incident response processes for both corporate network incidents and 
incidents affecting customer solutions. Incidents that affect more than one customer or Rackspace 
operations (Enterprise Impacting) are managed via a process that provides alerting, escalation paths, 
communication procedures and command, control and coordination across all Rackspace facilities. 


 
Is there a documented customer specific incident response process? 


Rackspace will work with you to institute a formal incident response plan for your environment. 
Customers can also add an optional dedicated Intrusion Detection Service device with Managed Services 
for this purpose. 


What is the communication escalation path? 


Rackspace will work with the customer to define account specific escalation paths and procedures. 


 


12. Business Continuity & Disaster Recovery (ISO27001 
Req.14) 


Information Security Aspects of Business Continuity Management 
 


What is your business continuity management process for recovery in case of disasters, 
incidents, or system failures? 


Business Continuity at Rackspace involves ensuring that supporting internal applications, utilities, and 
network infrastructure remain operational after any service interruption event. 
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Rackspace is committed to a Business Continuity Program that helps us meet our service levels 
agreements (SLAs). Specific highlights of the program include: 


• Redundant utility (data, voice, electric) providers and supporting SLAs 
• Adequate inventories for hardware failure replacement 
• Backup generators and electrical controls at each data center 
• Remote support sites for customer contact support 
• Backups of corporate support applications 
• Periodic restoration and contingency testing 


 
The Rackspace Business Continuity plans do not include individual customer solutions, but are instead 
designed to ensure the highest possible availability of support, service delivery and communications to 
all customers. Rackspace can work with the customer to define a solution that meets their specific RTOs 
and RPOs. 


Rackspace solution engineers will help customers define solutions (including services) that will enable 
customers to recover from catastrophic situations such as a major data center failure in a timeframe 
consistent with their business requirements. 


Specific highlights of this aspect include: 


• Managed backup services 
• Support for periodic restoration and contingency testing 
• Data retention schedules 
• Recommendations of customer server footprints that are redundant and geographically 


dispersed 
 


According to your DR/BC plan, what is the target recovery time in the event of a service 
interruption? 


The Rackspace BC/DR plan does not define customer specific RTOs and RPOs. Rackspace will work with 
the customer to help define a solution that will meet their business needs/demands. 


What business continuity measures have been taken regarding Rackspace’s 
telecommunication network? 


Rackspace’s predominant means of communication with its customers is through phone and email. 
Consequently, Rackspace has architected its phone and email systems to provide redundancy and high 
availability in the event of disaster. Our phone system, for example, is VoIP based and utilizes diversified 
paths from multiple providers, dual entry points to our facilities, communication management systems 
that are clustered and load balanced to provide high availability and fail over, and furthermore are 
themselves supported by geographically distributed survivable processors. The net effect is a reliable 
and flexible phone system that can be rerouted to our backup facilities in a matter of minutes. 


Rackspace provides a resilient and redundant network infrastructure. Our entirely switched network 
employs switches running HSRP Hot Standby Router Protocol (N+1 hot failover) to ensure that the data 
can be routed even in the event of a device or link failure. 
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How is the Rackspace BC/DR plan tested? 


Rackspace’s business continuity plan (BCP) provides a global plan for Rackspace Data Centers to manage 
significant disruptions to its operations and infrastructure.  


Elements of the Rackspace BC/DR plan are tested in a staggered fashion in order to minimize the 
potential of impact on customer service delivery. Testing is performed according to a formal schedule 
and is audited externally by a third party as part of the annual ISO27001 certification process. A full list 
of testing, scenarios, and outcomes is validated through our third-party compliance audits and thus, not 
releasable to customers. 


An overview of Rackspace’s BCP is available for download from the portal that summarizes routine and 
precautionary measures taken to prepare for threats, prevent avoidable damage, and effectively 
mitigate and recover from adverse events that may disrupts or harm key Rackspace processes, systems, 
operations, and personnel.  


 


13. Compliance (ISO27001 Req.15) 


Compliance with security policies and standards, and technical compliance 
 


How does Rackspace ensure compliance with security policies and standards? 


The Rackspace Corporate Security and Internal Audit departments undertake regular compliance 
checking activities including formal scheduled audits, spot checks and risk assessments. Rackspace 
employees are trained annually on changes to policies and general security concerns in the market. 


 
How Does Rackspace ensure technical compliance? 


Rackspace undertakes internal vulnerability scans and firewall ACL audits of the managed estate in order 
to ensure compliance with technical policies. Rackspace employs SCCM to define and push configuration 
updates and patches to the managed estate. 


How does Rackspace ensure that it meets its legal and regulatory obligations? 
 


Rackspace maintains an ISO 27001 certified policy to ensure that applicable legal and regulatory 
obligations are identified and complied with. Applicable legal and regulatory requirements are regularly 
reviewed. 











